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Foreword 
 
Now more than ever, the world's citizens need the innovative Public Safety solutions developed 
and offered by emergency communications technology companies.  Since 2005, the Industry 
Council for Emergency Response Technologies, Inc. (iCERT) has proudly acted as the exclusive 
trade association for emergency response technology hardware, software, and services providers.  
 
iCERT's priorities include: 
 
1. Advocating for more AND new public safety technology funding at all levels of government; 

2. Growing members' organic revenue, partnerships, and total market share with exclusive and 

unique iCERT member opportunities; 

3. Advancing broadband for public safety in conjunction with next-generation IP-based 

emergency calling, text, and multimedia communications; 

4. Promoting understanding and adoption of advanced technologies in all public safety sectors: 

NG911, Artificial Intelligence, Big Data, Location Technologies, Communications Networks, 

Computer Aided Dispatch, Cloud-Based Systems, LTE, LMR, Recording, Dispatch, and 

Cybersecurity (to name a few); and 

5. Educating policy makers at all levels of government to ensure their decisions facilitate the 

introduction of new public safety communications and response technologies to the 

marketplace rather than unintentionally impeding the introduction of life saving innovations. 

One of the ways iCERT accomplishes these goals is through cooperative member-driven efforts, 

such as this paper, which capture leading-edge experiences and best practices that provide 

educational and practical benefits to readers and practitioners.  

 

iCERT members know that history has repeatedly proven that private sector expertise can assist 

policymakers and Public Safety professionals as they address complex choices regarding the 

installation, use, and maintenance of advanced public safety communications and related 

technologies. As the industry’s voice, iCERT leverages the collective efforts of our members to 

maximize their potential, both as individuals and as organizations to achieve their desired 

objectives.  

 

On behalf of iCERT's members and the emergency response technology industry, thank you for 

reviewing this information, and we hope that it is of benefit. Comments and questions are always 

welcome. Thank you. 

 

George Kelemen 

Executive Director 
iCERT 
 
 
 

To learn more, or to join iCERT, go to www.theindustrycouncil.org. 
Contact iCERT at info@theindustrycouncil.org 

  

mailto:info@theindustrycouncil.org
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Executive Summary 

Historically, 911, computer aided dispatch (CAD), land mobile radio (LMR), voice recorders, and 
similar services focused on maximizing the efficiency of voice communications during mission-
critical public safety operations. This focus often left data analysis as an afterthought, negatively 
impacting operational efficiency. 

Policies, procedures, training, and best practice documents were developed primarily around 
making voice-centric applications more effective. Now, many data sources are available in real-
time, enabling the potential for new and more effective ways to perform mission-critical 
operations. Technologies such as body cameras, videos from 9-1-1 callers, cameras, gunshot 
detection systems, drones, and vehicle telematics data provide important new information and 
resources for Public Safety during their emergency response operations.  

As a result, in addition to the technical and funding issues associated with implementing new 
technologies, Public Safety also is facing numerous and increasing challenges regarding the 
collection, analysis, utilization, management, storage, and implementation of data sharing 
solutions. Therefore, it is important that emergency response professionals are provided the 
tools to handle this new influx of data.  

In June 2020, iCERT launched the Data Integration Initiative (DII) in response to the multiple 
variables mentioned above. 

Purpose and Scope 
 
Purpose 
The iCERT Data Integration Initiative (DII) will establish a comprehensive end-to-end workflow 
analysis to streamline the effective integration and use of data within the Public Safety 
ecosystem. 

Scope 
The scope of the DII analysis is limited to the following as it relates to public safety emergency 
response workflows: 
 

● Data relating to the workflows 

● Identifying the data integrations that currently exist 

● Identifying topics that enable and inhibit data integration in the public safety incident 

management lifecycle, including, but not limited to: 

○ Technology 

○ Operational Requirements 

○ Governance 

○ Funding 

○ Proprietary considerations 

○ Legal/Regulatory 

● Understanding the value of individual data elements 

● Identifying future data integrations  

Approach 
 

During the initial phases of the DII, four areas of need were identified: 
 

● A better understanding of the current state of public safety data integration  
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● A definition of factors that enable effective data integration where it exists and roadblocks 

that hinder it from occurring 

● A better understanding of which data integrations are essential to public safety workflows 

● An exploration of some of the innovative technologies that will integrate data in 

unimaginable ways and which will likely disrupt current public safety workflows that enable 

more efficient and more effective emergency response 

It was decided that each of these areas of need required significant effort. It made sense to tackle 
these four areas simultaneously while limiting our efforts to the first step of process analysis 
(defining some aspects in the workflow) and leaving next-level examination to a future working 
group. To achieve our end state, four working groups were formed to address each area of focus: 
 

● Existing Public Safety Data Integrations  

o Define the capabilities, processes, technology, and infrastructure currently in use 

within the public safety emergency response workflow. 

● Enablers and Roadblocks to Public Safety Data Integrations 

o Define the external influencers that drive, constrain, and create dependencies on 

the improvement of the public safety emergency response workflow. 

● Public Safety Data Value Working Group 

o Understand the priority of individual data elements in the public safety workflow 

and how they impact the goal of streamlining public safety emergency response. 

● Future Public Safety Data Integration Working Group 

o Define the potential capabilities, processes, technology, and infrastructure that 
will be employed in future state public safety emergency response workflows. 

Conclusion 

The DII was designed to perform a current-to-future state process analysis of public safety data 
workflows to identify areas in which true end-to-end dataflows can be used to improve public 
safety response. While the working groups have not created a complete end-to-end process 
analysis, they have made headway at identifying areas that will need further development and 
work. 
  
By laying the groundwork for achieving a better understanding of data integration in public safety 
emergency response workflows, the DII has enabled further research into this critical topic. Only 
by identifying what is required to improve data integration, what role data value can play in 
prioritizing integrations, and exploring innovative future-state disruptive technologies can we 
achieve a more effective public safety response. 
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1 INTRODUCTION 

Historically, 911, computer aided dispatch (CAD), land mobile radio (LMR), voice recorders, and 
similar services focused on maximizing the efficiency of voice communications during mission-
critical public safety operations. This focus often left data analysis as an afterthought, negatively 
impacting operational efficiency. 

Policies, procedures, training, and best practice documents were developed primarily around 
making the voice application more effective. Now, many data sources are available in real-time, 
enabling the potential for new and more effective ways to perform mission-critical operations. 
Technologies such as body cameras, videos from 9-1-1 callers, cameras, gunshot detection 
systems, drones, and vehicle telematics data, provide important new information and resources 
for Public Safety during their operations.  

Public Safety is, therefore, facing numerous and increasing challenges regarding the collection, 
analysis, utilization, management, storage, and implementation of data sharing solutions in their 
operations. In addition to the technical challenges of adoption, funding and policy concerns 
needed to implement those systems (e.g., Next Generation [NG911] or broadband) that can 
handle this new influx of data must be addressed.  

In June 2020, iCERT launched the Data Integration Initiative (DII) in response to the multiple 
variables mentioned above. 

1.1 Purpose 

The iCERT Data Integration Initiative (DII) will establish a comprehensive end-to-end workflow 
analysis to streamline the effective integration and use of data within the public safety 
ecosystem. 

1.2 Scope  

The scope of the DII analysis is limited to the following as it relates to public safety emergency 
response workflows: 
 

● Data relating to the workflows 

● Identifying the data integrations that currently exist 

● Identifying topics that enable and inhibit data integration in the public safety incident 

management lifecycle, including, but not limited to: 

○ Technology 

○ Operational Requirements 

○ Governance 

○ Funding 

○ Proprietary considerations 

○ Legal/Regulatory 

● Understanding the value of individual data elements 

● Identifying future data integrations that are likely to provide novel approaches 
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2 Methodology 

As the iCERT DII began, there was a keen interest in the general topic of Public Safety data 
integration and an agreement among all members that the DII was necessary. Despite the 
enthusiasm to do "something" regarding data integration, initially, it was unclear what the purpose 
or overarching goal of the Initiative could or should be.   
 
To help define the process needs and what such a current-to-future state analysis should focus 
on, brainstorming sessions were held with all members of the initiative. To stimulate thought and 
focus within a large number of participants in the group, an initial set of questions was provided to 
the group, and example questions are provided below.   
 

● Why should we provide more data integration to the disparate systems used by Public 

Safety entities today? 

● What are the issues and roadblocks that have so far kept industry providers from achieving 

the "holy grail" of more, better, and tighter data integration for emergency response? 

● What security issues arise as we integrate data more tightly within current public safety 

workflows and systems? 

● Who "owns" the data that has been integrated? Who manages it? Who owns the liability? 

 
These questions generated lively discussion over three weeks of meetings, resulting in the 
formation of the mission statement, scope, and purpose of the iCERT DII: 
 
"Identify and evaluate the benefits and challenges of assembling information from disparate 
sources to facilitate data to be utilized for shared operational purposes, real-time decision-making, 
analytics, and future applications - enabling more streamlined responses, regardless of proprietary 
considerations - to provide observations, recommendations, and practical solutions for the Public 
Safety community and the citizens it serves." 
 
After careful consideration, it was decided that a process analysis focusing on Public Safety data 
integrations was the best way to achieve the outcomes defined in the mission statement of the 
Initiative. 

2.1 Current-to-Future State Process Analysis 

During the initial brainstorming phases of the DII, four areas of need were identified: 
 

● A better understanding of the current state of public safety data integration  

● A definition of the things that enable effective data integration where it exists and 

roadblocks that hinder it from occurring 

● A better understanding of which data integrations are essential to Public Safety workflows 

● An exploration of some of the innovative technologies that will integrate data in ways not 

yet imaginable and which will likely disrupt current Public Safety workflows that enable 

more efficient and more effective emergency response 

It was decided that each of these areas of need required significant effort. It made sense to tackle 
these four areas simultaneously while limiting our efforts to the first step of process analysis 
(defining some aspects in the workflow) and leaving next-level examination to a future working 
group. 
 
 
 



 

May 2022  

iCert DII  

 

To achieve our end state, four working groups were formed to address each area of focus: 
 

● Existing Public Safety Data Integrations  

o Define the capabilities, processes, technology, and infrastructure currently in use 

within the public safety emergency response workflow 

● Enablers and Roadblocks to Public Safety Data Integrations 

o  Define the external influencers that drive, constrain, and create dependencies on 

the improvement of the public safety emergency response workflow 

● Public Safety Data Value Working Group 

o Understand the priority of individual data elements in the public safety workflow 

and how they impact the goal of streamlining public safety emergency response 

● Future Public Safety Data Integration Working Group 

o Define the potential capabilities, processes, technology, and infrastructure that will 

be  employed in the future state public safety emergency response workflows 

 
The information below provides an overview of each working group and its goals. Refer to Section 
Three of this report for more detailed data regarding each working group's efforts.  
 

2.2.1 Working Group One: Existing (Current State) Public Safety Data 
Integration 

To help reduce scope, the existing Public Safety data integration work was limited to identifying 
and examining examples of current data integrations in the areas of capabilities, processes, 
technology, and infrastructure in use throughout the Public Safety industry today. 
Examples of these data integrations include, but are not limited to: 
 

● 9-1-1 related integrations (defined by standards bodies, industry trade associations, and 

private sector industry) 

● Computer-Aided-Dispatch (CAD) Integrations (including internal and external application 

programming interfaces [API's]) 

● External Databases (local, state and federal government, and private industry) 

● Logging solutions (capturing data from all other systems) 

● Technical standards and best practices for interfaces in systems, networks, applications, 

and workflows in the Public Safety environment 

● Operational standards and best practices relating to interoperability 

Ideally, this work will lead to a single source of information regarding public safety data 
integration related to technical and operational requirements. 
 

2.2.2 Working Group Two: Enablers and Roadblocks to Public Safety 
Data Integration 

The Public Safety industry has been working on data integration in one form or another for many 
years, with multiple industry bodies and vendors dedicated to improving emergency response by 
creating standards and recommendations to define better data integration. Yet despite such efforts 
being efficient and effective, end-to-end data integration remains mostly elusive.   
 
The Enablers and Roadblocks Working Group was formed to identify factors that have enabled 
effective data integration and those that have hindered effective data integration. 
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2.2.3 Working Group Three: Data Value in Public Safety Data 
Integration 

As with any product or solution hypothesis, there is the question of the solution's value, or in this 
case, the data. Early on, it was recognized that while a significant amount of data is generated and 
available, not all data is equally valuable to each actor in the emergency response life cycle. For 
example, location data is beneficial to all actors throughout the incident management life cycle, yet 
resource data may be more valuable in the dispatcher role than the call-taker role. Thus, the value 
of a piece of data may change in the transition from one actor to another depending on their role 
and wherein the life cycle they reside.  
 
The Data Value workgroup was formed to identify data generated at each stage of the life cycle, 
who the actors are at each step, and what data would be most valuable to each actor at each 
stage of the life cycle. 

 
2.2.4 Working Group Four: Future Public Safety Data Integration 

Technological advances have altered how the public safety industry views workflows, dataflows, 
and technical capabilities. Change is happening at a rapid pace, including the types of data 
available through new solutions, such as smartphone notifications, advanced telematics, and other 
sensor technologies. 
 
The line between "future" and "current" is constantly moving as new technologies are accepted, 
assimilated, and deployed at an ever-faster rate. Additionally, public safety tends towards cutting-
edge technology rather than bleeding-edge technology, simply because there is a greater level of 
risk associated with the workflows and human interactions that they are required to perform. Public 
Safety must have a certain level of "proven and demonstrable" in the technologies they choose to 
deliver their life-safety mission. Time to market on many technologies is getting shorter and is 
often proven and demonstrated in compressed timeframes. 
 
With these thoughts in mind, the Future Data Integration working group was formed to help further 
define some of these concepts. An additional goal of the working group was to define what a 
"Future Public Safety Data Integration Hack-a-Thon" might look like and define use cases that 
could be included in such an event. 
 

2.3 Definitions 

While investigating how better, more effective data integration can streamline Public Safety 
emergency response workflows, it became clear that agreement needed to be reached among the 
working groups regarding some key definitions. 
 
Specifically, for this process analysis, the first thing necessary was to define what was meant by 
"data" in the context of public safety emergency response.   
 
Secondly, agreement needed to be reached on which public safety workflows mattered to 
improving emergency response and how those workflows affect end-to-end dataflow throughout 
the public safety incident management life cycle (and vice versa). 
 

2.3.1 Public Safety Data 

Data, as it relates to Public Safety, is information that is required to ensure the correct, efficient 
response triggered by certain real-world events. It drives the workflow necessary to respond to the 
event and falls into the following categories: 
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● Data that drives action or decision-making 

o Tactical 

o Strategic 

o Systems-level configuration 

● Data that informs situational awareness and officer safety 

o Tactical 

o Strategic 

o Systems-level configuration 

● Meta Data 

o Tactical 

o Strategic 

o Systems-level configuration 

 

These different data types are more fully defined in later sections of this report and are presented 

here to set the context. These data categories drive all workflows required to move through the 

Public Safety Incident Management Lifecycle (see Figure 1). 

 

2.3.2 Public Safety Workflows 

A workflow is the set of actions or routines that an actor/actors must perform to complete a 
particular process from initiation to completion. Individual workflows are often linked together to 
form a larger, more complex workflow. 
 
For the purposes of the DII definition, there are multiple workflows linked through data to achieve 
the overall workflow of managing an event from initiation through to completion. 
 
For example, when a citizen calls 9-1-1, this initiates a workflow in which an actor (call-taker) 
creates an incident, which is a document containing all the data relevant to the incident, such as 
what is occurring, where is it occurring, who it is happening to and many other data elements. This 
individual workflow is linked to the following workflow in the overall process, which is incident 
dispatch. Note that all of these workflows can be broken down into smaller workflows, designed to 
manage all the discrete data elements required to get to the next step/actor in the process. 
 

2.3.3 Public Safety Dataflows 

A dataflow is a path for data to move from one part of the information system to another. This can 
be from workflow to workflow, actor to actor, or system to system. For example, the location of an 
incident flows from incident initiation to incident dispatch to incident closure, all the way through 
the lifecycle to post-incident analytics. This may or may not be true of all data elements (note: 
once a data element is included in an incident, it stays with the incident but might not be used to 
drive workflow). 
 

2.3.4 Public Safety Incident Management Lifecycle 

The Public Safety Incident Management Lifecycle (IML) is where the data, workflows, and 
dataflows come together to provide the complete picture of the incident management process. 
 
When completed, the IML provides a framework for defining the following: 
 

1. What data is important to each actor at each step of the process? 
2. What data is required to achieve a particular workflow? 
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3. What data is most consistently required throughout the process? 
4. Which actors/systems use which date elements? 
5. What are the inflection points for dataflow throughout the process (data hand-offs 

between actors and systems)? 
 
 

 
 
    Figure 1. Incident Management Lifecycle 
 

3 Working Groups 
  
The iCERT Public Safety Data Integration Initiative set out to perform a current-to-future state 
process analysis of Public Safety data workflows to begin to identify areas in which true end-to-
end dataflows can be used to improve public safety response.  
 
While the working groups have not created a complete end-to-end process analysis, headway was 
made in identifying areas that will need further development and work. 
  
The four working groups have laid the groundwork for achieving a better understanding of data 
integration in Public Safety emergency response workflows. To achieve a more effective public 
safety response, the working groups examined the role of data value in prioritizing integrations and 
explored innovative future-state technologies that have the potential to disrupt and replace current 
workflows. 
 
This section of the report captures the activities, thoughts, concepts, and outputs created by each 
working group to contribute to the overall process analysis. 
 

3.1 Existing Public Safety Data Integration Working Group 

Current data Integration in the Public Safety space is an extensive topic that is difficult to pin 

down in terms of defining the parameters of thorough process analysis and what should be 
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included and excluded. If one speaks with twenty people, one may get twenty different answers, 
depending on their role and the level of interaction with required data.  

The problem of parameter definition is compounded by the fact that there is no definitive 
repository to which one can refer to find the answer regarding what exists today; one must refer 
to multiple sources to determine what is "out there."   

This is part of what the Existing Public Safety Data Integration Working Group set out to 

achieve: provide a single place to which public safety professionals can turn to get at least a 
brief understanding of the types of existing data integration, how data integration can help them 
better achieve their life-safety mission, and how to make the right choices about what to ask 
from vendors and industry standards bodies on which they rely to help them deliver their 
mission.   

It is recognized that this is an ambitious goal and perhaps not achievable given the ever-

changing landscapes of technology, operational requirements, standards, and proprietary forces 
that drive data integration. 

 

3.1.1 Scope 

To define the current state of data integrations across the Public Safety IML, limited to the 
following definitions: 
 

● A definition of the individual phases of the Public Safety IML 

● A definition of types of data currently in use throughout the Public Safety IML 

● A definition of the types of "integrations" currently in use throughout the Public Safety IML 

● Examples of existing data integrations at each phase of the IML. 

 

3.1.2 Purpose  

To start the effort of providing Public Safety stakeholders a catalog of what exists in the current 
state of data integration throughout the IML to make better, more informed decisions regarding 
the development, purchase, and operational impact of data integration as it exists today – while 
providing a baseline point of reference that can be used in other analyses such as are being 
provided by other working groups in the Initiative. 
 

3.1.3 Methodology  

Create a data integration catalog framework that: 
 

● Employs a normalized classification scheme 

● Adopts widely accepted industry definitions 

● Aligns as much as possible to widely accepted industry initiatives 

● Are organization, jurisdiction, and vendor-neutral 

The working group relied heavily on the following public safety community models: 

• US DoT NG911 Community Model 

• NENA i3 Functional Elements Model 

• FirstNet 

• National 911 Program 
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The working group recommends that future work continue exploring approaches and 
methodologies to create a Public Safety data catalog. Given the disparate nature, competing 
interests, and limited resources, the working group recommends a crowdsourcing or wiki-based 
approach.  

It is crucial to understand and remember that any catalog is an evolving document, which at no 
point should ever be considered complete. It is equally important to realize that the pursuit of 
perfection should not preclude achieving good results. In other words, crowdsourcing a common 
repository has inherent value that will reflect the overall level of engagement and is a worthy 
pursuit of iCERT. 

 

3.2 Public Safety Data Integration Enablers and Roadblocks Working 
Group  

During the initial group brainstorming sessions, it became increasingly clear that the need for 
better data integration in Public Safety workflows was something which nearly everyone on the 
team had been working on for decades. However, most agreed that while there has been some 
progress, proper end-to-end data integration across the Public Safety ecosystem has not been 
achieved.    
 

3.2.1 Scope and Purpose 

Two recurring questions were part of nearly every discussion: 

1. What has helped to implement end-to-end data integration in Public Safety workflows 
successfully? 

2. What roadblocks exist to achieving end-to-end data integration in Public Safety 
workflows? 

It was clear that these two questions were important and complex enough to form a working 

group designed to identify initial answers to them. This, in turn, will help the industry identify 
enablers and roadblocks, with the goal of reinforcing the former and overcoming the latter. 
 

3.2.2 Methodology 

The working group designed a survey for identifying Public Safety technology roadblocks and 
enablers, with questions targeting various Public Safety roles. Responses are illustrated in Figure 
6 below: 
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Figure 6: Roles of Survey Respondents   

 
*In addition to the roles identified above, respondents also included: local, regional, and state 911 
coordinators; Geographic Information Systems (GIS) analysts; industry consultants; special project 
managers; and emergency management coordinators. 
 

3.2.3 Findings  

Current Usage of Data 

Survey participants indicated that data was already an essential component of their emergency 
response service, as shown in Figure 7 below: 

 

Figure 7: Data Use for Emergency Responders  
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Enabling Factors 

The survey consisted of several questions to understand enablers or data areas accessible 
broadly to agencies and can be used as foundational to build other capabilities and integrations. 

The working group identified community engagement as a potential enabler for data and keeping 
communities informed. The community was defined as businesses and residents served by the 
agency. When agencies were asked how they engage their respective communities, 76% 
responded social media as a means, 57% listed mass notifications, while 43% and 40% use 
outbound notifications and inbound text to 9-1-1 and 35% of respondents use some form of a 
web portal for tipping, etc. 

Top data managed by the agencies that responded are GIS mapping data, where 67% of 
respondents selected; public records data (e.g., names and addresses) where 49% of 
respondents selected; other agency records (e.g., warrants and tickets) where 40% of 
respondents selected. 

 

 

Top data currently shared among agencies are identified in Figure 8 below:  

 

  

Figure 8: Data Sets Among Agencies  

 
As we transition to identifying the roadblocks, it is notable that although these are the areas of 
data most shared, these are also areas that agencies identified as most beneficial for agency 
response.  

Roadblocks 

One of the critical areas the working group wanted to understand was roadblocks for receiving 

necessary data. (Respondents could select more than one that applied.)  Top responses for 
roadblocks are captured in Figure 9 below:  
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Figure 9: Roadblocks in Receiving Data  

 
The working group hypothesized internet access as a roadblock for data access for incident 
response. When asked about local or remote internet access, 67% of PSAP managerial roles have 
access to their agency's internet both at the PSAP and remotely. Meanwhile, managerial positions 
reported that only 50% of operational roles (telecommunicator, dispatcher, etc.) have the same.    
 
When operational roles were asked the same question directly, only 31% responded that they 
have internet access both at the PSAP and remotely. 
 
An interesting insight came from a question posed to both the vendor roles regarding their 
customers and the agency roles that demonstrates that vendors/solution providers align on the 
three of the top four data sets that would best benefit Public Safety. Both solution providers and 
agencies selected caller location data, auto crash notification, and photos and video clips in their 
top data sets. First responder location is of primary importance for agencies, while for solution 
providers, it was medical alerting from health monitoring devices that was most important.  

Conclusions 

Many survey respondents provided examples of how the use of data has positively impacted the 
outcome of a request for emergency assistance; below are some specific responses: 
 

• Utilizing tools like Text to 9-1-1 has enabled us to text callers in domestic situations 

• We've been able to locate callers using supplemental location resources.  

• We recently upgraded to a new CAD/RMS system. Several agencies share this system in 
our jurisdictional area, and data sharing between all agencies has made many processes 
more efficient.  

• Early CPR is a huge success - many times, early notification of an unresponsive patient 
leads to early instructions, early CPR, and lives saved. 
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Table 1 summarizes the overall enabling and the most challenging components of data 
interoperability in the 911 community, as identified in our survey.  

 

Enabling Factors to Data Interoperability Roadblocks to Data Interoperability 

Established processes for obtaining and sharing 
specific data, such as location information 

Lack of integration between vendor-provided 
systems 
 

Communication and influence with surrounding 
agencies 

Lack of integration between PSAP and responding 
agencies 

Appropriate access to the data used to create an 
incident and to locate the caller 

Cybersecurity/Security Monitoring Concerns 

Ability to integrate Statewide GIS data, enhanced 
location data services, and 3rd party data sources 
into jurisdiction's mapping solution 

Lack of regional or inter-agency agreements  

Reliable access to the internet Restricted access to data from other agencies 

 Funding challenges with purchasing inter-vendor 
data integration tools  

Table 1: Data Interoperability Comparison 

Of note to iCERT is that two of the three top "roadblocks" in data integration are directly related to 
technology and services potentially provided by our industry partners to facilitate further the 
sharing and use of Public Safety data. 

 
3.3 Data Value in Public Safety Data Integrations Working Group  

 
3.3.1 Scope 

Develop a methodology for identifying the most highly valued integrations, enabling more efficient 
and more effective workflows, resulting in faster, more streamlined emergency response. The 
scope included identifying whether value could be defined in monetary or intrinsic value.  
 

3.3.2 Purpose 

Provide an understanding of the data elements and integrations that provide the most value to 
users depending on the lifecycle stage and the users' role within the stage. This understanding will 
enable vendors to focus data integration efforts on the data elements and integrations that 
agencies value most. Additionally, this information will provide agencies and decision-makers with 
information needed to evaluate vendors and the value they bring to their agency related to the 
emergency response workflow. 
 

3.3.3 Methodology 

Through group discussions within the workgroup and multiple research efforts (from individual 
agency leaders, group webinar and surveys, agency and vendor surveys), an initial list of systems 
and data elements were identified.  
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3.3.4 Conclusions 

To understand which data elements, types, and integrations provide the most value to the public 
safety IML, discussions and surveys were used with people in various organizations across the 
public and private sectors, such as:  
 

● Emergency Communication Centers/Public Safety Answering Points (PSAPs) (multiple 

size and types) 

● Police, Fire and Ambulance Agencies (First Responders) 

● Radio Dispatch Consoles and LMR providers 

● Command and Control Solution Providers   

● Data Recording Solution/Data Analytics Providers 

● Voice/Data Recording and PSAP Analytics  

● Records Management Providers 

● Public Safety Trade Association Services  

● Public Safety Consulting and Services Companies  

● Wireless 911 services 

● GIS Data Maintenance Tools & Services, 

● 9-1-1 Mapping 

● NG911 Services and Architecture 

 

Interviewees had a median average of 25 years of experience, with an average of 16 years 
working in the Public Safety space. 
 
The working group asked participants to identify and rank systems currently used to manage data 
in the IML in terms of the value of the managed data. Interview results are as follows. 

 

 
Figure 10: Interview Results 

  
There are no real surprises, but it is interesting to confirm where respondents think the most 
valuable data resides in terms of the workflows related to the IML and that radio systems 
(traditionally considered as voice-only solutions) ranked as data management systems. 
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Participants were also asked to identify "other" essential systems valuable to data integration that 
enables the Incident Management Lifecycle.  
 

 
 
This is a relatively even distribution of data systems within the ECC/PSAP ecosystem, indicating 
there is more work to be done to determine which of the identified systems provide the most 
significant value in terms of data management, assuming certain systems do provide more value 
over others holistically, and where there could be potential for further research.   
 
Participants were next asked to identify the data that provides the most value to the Incident 
Management Lifecycle: 
 

 
 
Location is clearly the most critical data in the IML. Interestingly, in an earlier question, mapping 
solutions were identified as only the fourth most valuable data-management system. Still, the data 
managed by them was identified as the essential data in the IML. More research needs to be 
conducted to determine the meaning of this apparent disparity or understand how systems like 
CAD and Mapping applications can be better integrated to provide a more efficient workflow. 
 
This concept led the working group to understand the importance of "additive data value", when 
two or more data elements are combined to provide more value together than the individual data 
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elements can on their own. 
 
An example of this would be when the attributes of a specific piece of equipment, such as a fire 
truck and GIS routing data, are combined to help determine the proper piece of equipment to 
dispatch to a particular type of fire at a specific location. In this example, knowing that the truck 
has a 40ft trailer with a ladder and the routing to the incident location includes an intersection that 
requires a truck with a shorter trailer to navigate a particular segment of roadway means that this 
particular truck cannot be dispatched, and a truck with a shorter ladder must be recommended.  
  
Understanding the concept of "additive data value" is the key to identifying data integration and the 
algorithms that must be used to drive dataflow and complete the workflows required by the 
Incident Management Lifecycle.    
 
Participants were also asked to identify examples of additive data value: 

 
It is interesting to note the data elements identified correlate strongly to the "additional" systems 
specified earlier, indicating there may be some discrepancies in terms of the systems used to 
capture and manage the most valuable data and presentation of the data to the end-user in a way 
that seems streamlined and integrated. 
 
The idea that the value of individual data elements or the additive value of combining individual 
data elements and arriving at an objective value that developers can use to ensure the systems 
they are building are focused on the correct data is new. There is currently no well-defined process 
for documenting and standardizing data in this way. 
 
This is primarily because, historically, system providers relied on the tribal knowledge of subject 
matter experts (SMEs) when developing solutions for any part of the IML. There is general 
agreement on which data is the most valuable, but no actual study or research that documents it 
so that non-SMEs can use it to develop standards and tools for use by the Public Safety 
practitioners.  
 
As with all the outcomes from the DII, the Data Value Working Group recommends that further 
research be completed to more fully document the value of the data required to achieve the life-
safety mission of public safety as a step toward improving the Incident Management Lifecycle. 

3.4 Public Safety Future Data Integrations Working Group 
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3.4.1 Scope 

The Future Data Integrations Working Group focused on two key questions: 
 

1. What data integrations that do not exist today would be most helpful to the industry? 

2. What use case would be most advantageous to explore through a multi-disciplinary hack-a-

thon? 

3.4.2 Purpose 

Bring industry insight to what should be created to integrate Public Safety data sources. 
 

3.4.3 Methodology 

Collaborative discussions and research allowed the Working Group to research existing data 
integrations and identify gaps. 

 
3.4.4 Conclusion 

The 9-1-1 receipt of and transfer of information is an area that is ripe with improvement 
opportunities through the use of technology. No longer can one assume that all incoming requests 
are phone calls. Nor can one assume all inputs are received in different ways and manually 
dispatched. The addition of automated inputs (smartphones, IoT sensors, security systems) 
changes the nature of 9-1-1. 
 
The team expressed pleasant surprise at the stage of the development of data integration. Many 
ideas, such as Project Heartbeat1 EMT training course, that were presented as futuristic, turned 
out to be, in fact, already in process. This offers an optimistic view of the state of industry data 
integration. 
 
Reviewing the larger team's Incident Management Lifecycle Workflows diagram (Figure 1), the 
team compiled a view of the current state of the 9-1-1 Work/Dataflow which forms the basis of a 
proposed Hack-a-Thon problem model. 
 

Key Hack-a-Thon Idea – Modernizing the 911 Incident Workflow  

Though a Hack-a-Thon was not undertaken in this phase of the project, the concepts for a Hack-a-

Thon or similar problem-solving exercise were defined. 

After discussion, it was determined that the most appropriate scenario to be covered in a Hack-a-

Thon would be the 911 Call Workflow. The opportunity to apply technology and the potential for 

industry impact in this area was determined to be a prime opportunity, specifically, the application of 

digital assistant technology and better integration of available data within the 911 incident workflow.  

To create the framework for a Hack-a-Thon, the following steps were considered: 

a) Identify Lifecycle Phases included: Phases, Roles, & Systems involved in the use case 

 
1 https://projectheartbeat.com/ 
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b) Identify each data element involved in the use case and apply the data categories to each 

c) Interfaces required to achieve the use case 

d) A workflow/dataflow diagram for the use case 

The efforts listed above will help deliver a ready-made framework for a hackathon or a partnered 

event. 

 

 
 
 
NOTES: 

• This model provides an overview of the information/activity in each step of the 911 incident 
flow.  

• Creating a Hack-a-Thon addressing this topic will provide the baseline for understanding the 
available information and optimizing the activity.  

• We should not use the term "citizen" in models due to the negative connotation of some 
people being present but not official citizens. 

• A use case in the pre-event role could be call-filtering such as filtering frequent callers or 
different types of calls to particular secondary PSAPs (e.g., for different types of trauma).  

• Within the topic of Modernizing the 911 Incident Workflow, many use cases could be 
explored.  

• Thus, the thought was that a Hack-a-Thon would bring forward innovative ideas both in what 
could be enhanced and how to enhance it. 
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Artificial Intelligence/Machine Learning (AI/ML) 
 
Digital assistant AI/ML use cases can involve each category from Pre-Incident to Post-Incident. 
Note: we see many uses in the stage between Pre-Incident and Incident Creation, particularly in 
filtering. 
 
We also noted concern in the potential of using AI in Late-Incident work and using AI to shape 
decisions. While AI/ML can be very beneficial, overreliance on such technologies may lead to 
abuse (for example, a judge using AI to assess probabilities). 
 
On the positive side, AI/ML can potentially be used in a variety of use cases such as 9-1-1 
telecommunicators providing augmented pre-arrival instructions to responding entities and the 
selection of the most appropriate available responder (e.g., skills, location and likelihood of the 
need for another incident). 
 
 
 
In addition to the primary use case explored, other integration workflows explored included: 
 

Area Idea Use Case Questions to Consider 

Fire Fire 
Fighting 
Building 
Sensors  

Advanced fire-related sensors to be used within 
public buildings to include having fire sensors 
around buildings detecting not simply 
fire/smoke but also pollutants, CO2, smoke 
plume direction, and temperature. This would 
enable a more definitive detection of a fire and 
the direction it is spreading. Applications: 
chemical plants, hospitals 

What applicable industry 
standards exist? Are single 
sensors available covering 
all relevant measures, or 
would multiple sensors be 
required? Who would have 
access? What integrations 
would be necessary? 

Fire Fire 
Fighting 
Situational 
Awareness  

Advanced fire-related technologies, including 
drones, cameras, video feeds with the 
application of AI to assess fire situations.   

What technologies are 
available to enable the 
capture of real-time visual 
data? What technologies 
are available or could be 
created to integrate those 
sources for on-site and 
dispatch resources?  

911 Digital 
Assistant 
911 
Automated 
IVR & 
Dispatcher  

A digital assistant application applied to 911 
incoming phone lines to assist and automate 
specific responses, including call routing and 
auto-response.  
 
 
  

Could such a system 
screen for keywords to 
allow dispatchers/ systems 
to make decisions? Could 
such a system process 
what the telecommunicator 
says for training/auditing/ 
prompting?  Would the 
system enable a faster 
response time on the most 
urgent contacts? Is Neuro-
Linguistic Programming 
(NLP) sufficiently advanced 
to ensure accuracy? 



 

May 2022  

iCert DII  

 

 911 CAD – Full 
Automation 

CAD records are created automatically through 
NLP and broadcast on an LMR radio/MCPTT 
talkgroup to save dispatchers time.  
 

Is NLP sufficiently accurate 
for public safety 
requirements? Would 
automated CAD read-out 
speed up or slow down 
response time?  

911 - 
EMS 

Smart AED Integrate smart AEDs (and/or biometric reader) 
to send biometric data directly to the dispatch 
system and the responding EMT/Paramedic. 

What information would be 
helpful? How to ensure the 
devices are connected? 

 
 

4 Conclusion 

The DII set out to perform a current-to-future state process analysis of Public Safety data 
workflows to begin to identify areas in which true end-to-end dataflows can be used to improve 
Public Safety response. While the working groups have not created a complete end-to-end 
process analysis, we have identified areas that will need further development and work. 
  
By laying the groundwork for achieving a better understanding of data integration in Public Safety 
emergency response workflows, the DII has enabled further research into this critical topic. Only 
by identifying what is required to improve data integration, what role data value can play in 
prioritizing integrations, and exploring innovative future-state disruptive technologies can we 
achieve a more effective Public Safety response. 

 

. 

. 
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APPENDIX A ACRONYM GLOSSARY 
 

 

  AI  Artificial Intelligence 

API Application Programming Interface 

CAD Computer Aided Dispatch 

DII Data Integration Initiative 

ECC Emergency Communications Center 

EMT Emergency Medical Technician 

GIS Geographic Information Systems 

iCERT Industry Council for Emergency Response Technologies 

IML Incident Management Lifecycle 

LMR Land Mobile Radio 

LTE Long Term Evolution 

ML Machine Learning 

NLP Natural Language Processing 

NG911 Next Generation 9-1-1 

PSAP Public Safety Answering Point 

RMS Records Management Systems 

 

 

 

 


